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Product Data Sheet

Cell UTM

Unified Threat Management
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Cell Unified Threat Management (UTM) (X7f H (ZBA% L 7= CRIiOS (Cell's proprietary Custom
Real-time Intelligent Operation System) & IPPE (Intelligent Packet Processing Engine) #%#E % fH 7 1A
ENFZR/HRBOR Y hT—7 + X2 VT 4 - TTIA4 T ATY, CellUTM (Zxy hT—27 D
WEREZHEFF T 2720 DT U F U 4 VAAV), RIERABHBIEI(DP), 7 v F AL T o F AL
v =7 IM/P2P & HL, Web &I DMERE 2 520 L TV £ 3, 20Mbps 725 100Mbps D 1 —x > K&
FNTHOEMEEEI T > BT — 27 O&EH 65 SOHO (Small Office Home Office) % 7= 13 SME(Small &
Medium Enterprise) & B5ifi 35 7250 DT ¥ A L iZle > TWET, Cell UTM IZEHT O EH> & Bl 4
% 72812 SSC (Cell Security Service Centre) X ¥ SU (Signatures Update) /KB (Knowledge-Base) 7»%H
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Cell UTM [E— > REEKIZ UTM - — b R Z #2445 MSSP (Managed Security Service Provider) & 7=
% SOC (Security Operation Centre) TORFIZH L TWET, BEEIZ UTM A > A h—d 4l
MSSP/SOC IFEEMB DL 7 2 F ¥ R°AR Y > —& i E LT, Cell NetsVision B Z » 7 4+ — Al
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Managed UTM by SOC

Cell UTM-100
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& Virus SO0HO/SMEs

Instant Messenger Cell UTM-20
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(Cell CRiOS & IPPE T2 Y)
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HTTP &
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e ZA Y FF7HE—UE (Web-based GUI)
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MSSP/SOC for Managed UTM Service

SOC pravide security monitoring service
Cell UTM supported by 3 party SIM Platform
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" Database of Cell NetsVision

Internet Automatic Signaturel """
KB Upd 4
Cell UTM-100 paate
“’ Customer Site
Malicious Site

Spyware & Trojan

Cell UTM-100

Cell UTM-50

[internal or external storage]

utm ing Service

Cell UTM installed at customer site as a sensor to real

time monitor the network and send logs to SOC
Cell UTM Signature /KB Update Service

Call NetsVision installed at SOC for schedule fautomatic

signature /KB update, storage and catabase management
Security Alert Analysis and Network Activity
Review

Other SIM provides powerful and scalable alert analysis.

the network activity and Internet usage review.
Security Management Outsourcing Service

Security engineers for security management & support

incident handking services in case of hacking
Regular network examination or recommendation
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Built-in Database

Built-in Report & Analysis
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Cell UTM-20
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Intel A =27 7y M4k
4 Ethernet 10/100 Base-T # -}
v)7hvav)-uk —~h(DB9)
No

Bridging

No

No

No

239 x 30 x 156 mm
1.2 kg

Max 20Mbps
16,000 tyvav
No

Yes, with 2500 signatures
Yes
No

Cell UTM-50
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Intel A" 47" 7y h74=h
4 Ethernet 10/100 Base-T & —}
v 7vay)-uk ~H(DBY)
No

Bridging

No

No

No

239 x 30 x 156 mm
1.2 kg

Max 50Mbps
32,000 tyvav
No

Yes, with 2500 signatures
Yes
No

Cell UTM-100
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Intel A" =2-7" 7y }74=

4 Ethernet 10/100 Base-T & -}
VY7 vay)-yk =h(DB9)

Yes, High Availability (HA)
Bridging

Yes

Yes

Yes

430 x 44 x 369 mm

4.5 Kg

Max 100Mbps,
350,000 tyvay
Yes, with 13000 signatures

Yes, with 2500 signatures
Yes, with 250 signatures

Yes, with 9000 signatures

ERELE Hi7J, DC 12V 3A Adaptor, 36W Hi7J, DC 12V 3A Adaptor, 36W HEfi—=  ATX 250W
ATTBIR AC100-240V@47Hz -63Hz AC100-240V@47Hz -63Hz 90-264VAC, 47/63 Hz
BiEIREE 0~ 40 C 0~ 40 C 0-40 C
BRI 5-95%, fLEFMEX = & 5-95%, fhEMx = & 5-85%@40C
IS FCC, CE, RoHS FCC, CE, RoHS FCC, CE, RoHS
* jn product roadmap
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e  Cell CRIOS (Custom Real-time Intelligent OS)
e  Cell IPPE (Intelligent Packet Processing Engine)
e  Optional Network Processor/ASIC

prreE—F
e Bridging (In-line)

VI AR /Py N =2 (KB) BH
e  Manual, automatic or pre-schedule by Cell SSC

PR— b EE
e  English, Trad & Sim Chinese, Japanese, Korean*

VAFA-7} v/ B BT

e  SSL Web-based GUI

System diagnostic (via serial console port and LCD)
Secure Remote Access through SSH

Access Control Lists

3 User Administration Level CLI

Anti-Virus DA ¥+ &7 ay 7

Packet-based Gateway Anti-Virus Scanning
Scan HTTP,FTP,SMTP,POP3 & IMAP4 Protocols
Packet-based Decoding Base64 UUencode QP
No File Size Limitation

Support Zip, Gzip and Rar Decompression
Detect Virus in Multi-Packets

* in product roadmap

Packet-based Intrusion Scanning

- Traffic Anomaly: Scanning Detection and Flood
Protection

- Protocol Anomaly: HTTP/ICMP/TCP/UDP

Web 77 r—¥ a ‘/0)?’:,‘2!

- Up-To-Date IM/P2P Access Control

- Support public IM clients: AIM, ICQ, Yahoo Messenger,
Window Live Messenger, and web-based clients

- Support public P2P application: eDonkey, BitTorrent,
EZPeer, Thunder, PPLive, QQLive, FastTrack, Kuro,
Gnutella, Soulseek, Skype and other P2P applications

- Scan File transfers over IM/P2P

- Application Protocol Detection and Protection

Web 745 YT

Website Hijacking Prevention

Concise URL Malicious Website Database
URL filtering by Host Name or Host + Path
Exempt List (Blacklist and White list)
Gateway Spyware Protection

7 pa A

e  Built-in database — purge, export and overwrite
e  Policy backup and restore*

ViK' -MEHRL

e  Build in alert reporting and analysis tools

e  Bandwidth reporting

e  Export to PDF, Excel, HTML and others*

SIM/SEM 7° 39 }71-b & DAV8=7244

e SNMP v2 Trap

UDP syslog messages

Email notification

Standard Interface to third party of Security Information
Management (SIM) Platform

Cell UTM £+ &7

e With Cell NetsVision iCMS-UTM platform

e  3-tier network deployment

e Support multi-iCMS Commanders in a network and
managed by a single iCMS Manager

e  Support Support external storage system for data
storage, back up or external database

Cell NetsVision, Intelligent Cell Management System (iCMS) k=

Cell NetsVision & intelligent Cell Management System (iCMS) (% Cell 8 &2 Be i, i, HHIT L2RAEETHERY 7 NU =7 - 7Ty 74— L TY, dREid
UEIEEN R T g —~ R EJREREZ O Cell IPS, UTM, CMC, Janus, NetsAccess T, iU iX Cell #14l B DA ASHAGA F iz 3-tier ¥ AT AMEIEIZR>TH
D, EE EA, e Ya=r7 Lnux 0SIZL B Java R—ADY =7 T4 T v ML B GUIEH T, T RToOr JRFEEZIR—FLET,

FEAMEE #13"Cell NetsVision Datasheet” ZZ MR L TL 72&W,

Cell Technology #t

Fk: FPESAR, BN IP 4y M -1&E2)F AT IT T 790 74-hQ)7 b =T = 9=T) Ok at, BI%E IRIE, E2RES: Cell IPS, UTM, CMC, Janus, TMS, NetsVision, NetsAccess  3y¥av: %y hJ=7«n' 74374 %
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